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1 INTRODUCTION

With the Remote Access Gateway IGW/925 with DIL/NetPC ADNP/9200 you bought a sys-
tem, which introduces you in the various types of use of a Linux-based 32-bit embedded sys-
tem.

This documentation gives you an overview about the initial operation and the first steps of
use with your new Remote Access Gateway IGW/925.

1.1  Checklist

Compare the content of your Remote Access Gateway start-up package with the checklist
below. If any item is missing or appears to be damaged, please contact SSV.
v" Remote Access Gateway IGW/925 with DIL/NetPC ADNP/9200
Documentation
CD-ROM
Adapter cable with power and RS232 connector
Null modem cable

Plug-in power supply

A SANEE NN NN

Screwdriver

Note: For operation you will need a 12 — 24 VDC DIN-rail power supply and at least
one Ethernet patch cable!

1.2 Usage

On the one hand this Remote Access Gateway is suitable to go the first steps in the field of
home automation. On the other hand it can be used also for full industrial and process auto-
mation applications.

Because of the usage of our popular DIL/NetPC as basis, the Remote Access Gateway

IGW/925 offers — besides the formidable features of performance — an extraordinary high
modularity (QIL-128 form factor).

1.3 Conventions

Convention usage |

bold Important terms
italic Filenames, user inputs
monospace Pathnames, program code, command lines

Table 1: Conventions used in this document
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2 SAFETY GUIDELINES

Please read the following safety guidelines carefully! In case of property or personal
damage by not paying attention to this manual and/or by incorrect handling, we do not
assume liability. In such cases any warranty claim expires.

To provide the Remote Access Gateway with power an external DIN-rail power supply
is needed. The power supply should be in immediate proximity to the Remote Access
Gateway.

The power supply must provide a stable output voltage between 12 - 24 VDC. The out-
put power should be at least 2.5 W.

Please pay attention that the power cord or other cables are not squeezed or damaged in
any way when you set up the Remote Access Gateway.

The installation of the Remote Access Gateway should be done only by qualified per-
sonnel.

Discharge yourself electrostatic before you work with the Remote Access Gateway, e.g.
by touching a heater of metal, to avoid damages.

Stay grounded while working with the Remote Access Gateway to avoid damage
through electrostatic discharge.

The case of the Remote Access Gateway should be opened only by qualified personnel.
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3 HARD- AND SOFTWARE REQUIREMENTS

To work with the Remote Access Gateway IGW/925 a software development environment is
needed.

This development environment requires a computer as development system to access the
Remote Access Gateway via serial console or Telnet. Therefore usually a PC with Intel Pen-
tium or AMD processor under Windows or Linux is used. This PC should comply with the
following hard- and software requirements:

e Windows XP/7/8 or Linux

e Serial (COM) interface

e Terminal program (HyperTerminal or Minicom)

e 10/100 Mbps Ethernet network controller and TCP/IP configuration

e  Web browser

e Telnet client

e CD-ROM drive

Please check which IP address your PC actual has. Keep this address in mind.

On a Linux-PC just open a shell console and enter i fconfig. On a Windows-PC please
open a DOS window (you can find it in the Windows Start menu) and enter: ipconfig.
Now the IP address is displayed in the DOS window.

Note: With a Linux-PC as development system it is possible to develop programs in
all languages for the IGW/925. Linux is especially for programming in C/C++ as PC
operating system required because of the GNU cross tools. With a Windows-PC the
shell-script programming as well as the HTML- and Java-applet programming of the
Web server is possible.
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4 CONNECTIONS

For a quick and easy start with the Remote Access Gateway IGW/925 there are several con-
nections necessary. The following chapters describe how these connections between the de-
velopment system (host PC) and the IGW/925 have to be made.

4.1 RS232 Serial Link

For a basic communication with the IGW/925 use the null modem cable and connect the
COM1 port of the IGW/925 with the COM port of your host PC.

null-modem cable

Figure 1: RS232 link on serial port COM1

[ 6 | Remote Access Gateway IGW/925 — First Steps — Revision 1.3



Remote Access Gateway IGW/925 — First Steps

4.2 Ethernet Link

For an Ethernet link just connect a standard Ethernet patch cable with an Ethernet LAN in-
terface of your host PC and one of the LAN1 interfaces of the IGW/925 like shown fig. 2.

The LAN interfaces 1A — 1D are equal. They are connected over an integrated 4-port switch.

&S0S|S05
()

1 Ethernet patch cable

Hl &> ©

Figure 2: Ethernet link with Ethernet patch cable
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4.3 Power Supply

The Remote Access Gateway IGW/925 needs a supply voltage of 11 .. 28 VDC to work. Use
the power adapter cable to provide the system with the necessary power like shown in the
figure below.

DIN-rail
power supply

(Class 2)

Figure 3: Power supply for the Remote Access Gateway IGW/925

Terminal ____Jsignal |
A3 Vin (11 .. 28 VDC)
A4 GNDin

Table 2: Screw terminal power

CAUTION: Providing the Remote Access Gateway IGW/925 with a higher voltage than the
regular 11 .. 28 VDC could cause damaged device components!

[ 8 | Remote Access Gateway IGW/925 — First Steps — Revision 1.3
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5 OPERATION

51 Serial Connection

To make communication possible between the IGW/925 and the development system a ter-
minal program is needed.

Under Windows it is normally HyperTerminal, for Linux exists Minicom, an equivalent pro-
gram. In the following we use HyperTerminal, but all settings can be made similarly with
other terminal programs. If there is no terminal program installed on your development sys-
tem (this could be the case for a Linux-based PC), you have to install it manually from your
operating systems installation CD-ROM.

First open a new HyperTerminal session and enter a name for it (e.g. IGW/925). Choose now
under ,,File->Properties” under ,,Connect via“ the entry ,,direct link cable connection via
COM1“ (or the COM-port you used). In the next step click on the button ,,configure to get
to the next dialog box.

Verbinden mit

WL DIL-NetPC

Geben Sie die Rufnummer ein, die gewahlt werden soll:

Land/Fegion:

Ortskennzahl: |:|

Rufrnummer: | |

Werbindung

herstelon her: | - |

| ok || Abrechen |

Figure 4: Interface dialog box
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Now change the settings to the parameters shown in fig. 5 and close the dialog box with a
click on ,,OK*.

Eigenschaften von COM1

Anschlusseinstellungen

Bits pro Sekunde: |G ~ |
Daterbits: |8 v|
Paritét: | Keine v|
Stoppbits: |1 v|
Flusssteuerung: | Kein v|

[ Wiederherstelen ]

[ oK ] [ Abbrechen ] [Ubemehmen]

Figure 5: Communication parameter settings

These settings can also be made in other terminal programs. Important are the following pa-
rameters and values:

Connection speed 115.200 bps
Data bits 8

Parity None

Stop bits 1
Handshake None

Table 3: Terminal program settings

Note: Do not forget to save the session settings with the connection parameters under
the name you have chosen (e.g. IGW/925). With this name you can start the terminal
program for future IGW/925-access.

m Remote Access Gateway IGW/925 — First Steps — Revision 1.3
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5.2 Booting the Embedded Linux

Now you may power up the IGW/925. The boot process starts immediately. The IGW/925
boots thereby an embedded Linux out of its Flash memory. The following figure shows the

corresponding messages during this procedure with the Windows terminal program Hyper-
Terminal.

@ DIL-NetPC (COM15) - HyperTerminal =]

Datei Bearbeiten Ansicht  Anrufen  [bertragung 7

D& &3 08

CPU: Testing write buffer: pass

POSIK conformance testing by UNIFIX

Linux NET4.0 for Linux 2.4

Based upon Swansea University Computer Society NET3.839
Initializing RT netlink socket

Starting kswapd

pty: 256 Unix98 ptys configured

RAMDISK driver initialized: 16 RAM disks of 8192K size 10824 blocksize
ush.c: registered new driver usbdevfs

ush.c: registered new driver hub

ttyS0 at MMI0 Oxfefcd000 (irq = 7) is a AT91_SERIAL
ttyS1 at MMI0 Oxfefc8000 (irg = 8) is a AT91_SERTAL
ttyS2 at MMID Bxfefff200 (irg = 1) is a AT91 SERIAL
host/ush-ohci.c: USB OHCL at membase Bxc2800000, IRQ 23
usb.c: new USB bus registered, assigned bus number 1
hub.c: USB hub found

hub.c: 2 ports detected

NET4: Linux TCP/IP 1.0 for NET4.0

IP Protocols: ICMP, UDP, TCP

IP: routing cache hash table of 512 buckets, &4Kbytes
TCP: Hash tables configured (established 2048 bind 2048)
NetWinder Fleating Point Emulator ¥0.97 (double precision)
RAMDISK: Compressed image found at block @

< b
Verbunden 00:12:57 WT100 115200 8-h-1

Figure 6: Embedded Linux boot process

The Linux boot process of the IGW/925 ends with the following command prompt:

& DILNetPC (COM15) - HyperTerminal (=]

Datei Bearbeiten Ansicht  Anrufen Obertragung 7

DE &8 DB

~

USB Mass Storage support registered.

zlib_deflate - zlib_inflate — iffs - JFFS wersion 1.8, (C)} 1999, 2000 Axi:
%fFSZ —fJFFSZ version 2.1. (C) 2001 Red Hat, Inc. de51gned by Axis Commun:
at - vfat -

Starting flash

Starting autoinit Init...

Setting up AT91 P10 registers !
Activate modem 1!

Please wait for modem LED activ !

Starting network Configuring and Starting Network : lo eth®: Link now 106-
dhcped[125]1: timed out waiting for a valid DHCP server response

eth@: Link now 188-FullDuplex
etho

Starting inetd: inetd
Starting httpd
Starting autostart Starting...

- 35V Embedded Linux - VYersion B8.62
emblinux login:

< >
Verbunden 00:11:51 WT100 115200 8-N-1

Figure 7: Linux command prompt
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The command prompt is a part of the serial console of the DIL/NetPC ADNP/9200 within
the IGW/925. To login enter root as username and root as password. You can now enter any
Linux commands, which will be executed by the DIL/NetPC operating system.

cat Show file content or write input in file
cd Change directory

chmod Change access right for a file

cp Copy file

Is List directory- and filenames, access rights, etc.
mkdir Make new directory

mv Move file

ps Overview of active processes

pwd Show name of actual directory

rm Remove file

rmdir Remove empty directory

Table 4: Some important DIL/NetPC Linux commands

Please note that every Linux command must be confirmed with a carriage return. Some
commands need additional parameters.

& DIL NetPC (COM15) - HyperTerminal ===

Datei Bearbeiten  Ansicht  Anrufen  Obertragung 7

D& 3 05

—- S5V Embedded Linux - VYersion 0.62
emblinux login: root

Password:

loginl1741: root login on '"ttyS0’

[root@emblinux /rootl$pud

/root

[root@emblinux /rootl$ps -A
PID TTY TIME CHD

1 08,0 00:00:02 init

2 0,0 00:00:00 keventd

3 0,0 00:00:00 ksoftirqd_CPUD

4 0,0 00:00:00 kswapd

5 0,0 00:00:00 bdflush

6 0,0 00:00:00 kupdated

7 0,0 00:00:00 khubd
56 0,0 00:00:00 mtdblockd
97 0,0 00:00:00 jffs_gcd
151 0,0 00:00:00 inetd
160 0,0 00:00:00 thttpd
174 4,64 00:00:00 sh

182 4,64 00:00:00 ps
[root@emblinux /rootl$_

< >
Verbunden 00:14:40 WT100 115200 8-N-1

Figure 8: Executing Linux commands with a serial console

Note: The same DIL/NetPC Linux commands are also executable within the scope of
a Telnet session. You will find more details in chapter 5.5 in this manual.

m Remote Access Gateway IGW/925 — First Steps — Revision 1.3
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5.3 Testing the TCP/IP Communication

To test the Ethernet connection on the basis of TCP/IP-protocols between the IGW/925 and
the host PC we use the very popular TCP/IP-utility program ping. Please open a DOS win-
dow on your host PC (you can find it in the Windows Start menu) and enter:

ping 192.168.0.126

Directly after this command test data is send from the host PC to the IGW/925 via Ethernet
LAN. The IGW/925 must answer on the same way within a certain period of time. Fig. 9

shows the entry of the command as well as the successful execution. In case of an error ping
reports a timeout.

C:\>ping 192.168.0.126
Ping wird ausgefUhrt fUr 192.168.0.126 mit 32 Bytes Daten:

Antwort von 192.168.0.126: Bytes=32 Zeit=6ms TIL=64
Antwort von 192.168.0.126: Bytes=32 Zeit{lms TTL=564
Antwort von 192.168.0.126: Bytes=3Z Zeit<{lms TTL=564
Antwort von 192.168.0.126: Bytes=3Z Zeit<{lms TTL=64

PingESﬁatistik fur 192.%68.@.126:

akete: Gesendet = 4, Empfangen = 4, Verloren = @ (Bx Verlust),
Ca. Zeitangaben in Millisek.:

Minimum = @ms, Maximum = éms, Mittelwert = 1ms

C:N>

Figure 9: Communication check via ping

The IGW/925 must answer every ping. Otherwise an error will occur. In this case you have
to check all parts of your LAN connection, including the IP address of the host PC. The
value of the IP address should be 192.168.0.1. For an easy check of the IP address
within the DOS window, you can use the following DOS command:

ipconfig

The fig. 10 shows the ipconfig-messages of a Windows-XP-PC.

Note: We assume at this point that the IGW/925 has the ex factory IP address
192.168.0.126. If you have changed this address, you must regard this for the
ping parameter.

Remote Access Gateway IGW/925 — First Steps — Revision 1.3 | 13 |
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C:\>ipconfig

lindows-IP-Konf iguration

Ethernetadapter LAN-Verbindung:
Verbindungsspezifisches DNS-Suffix:
IP-Adresse. . . . . . . . . . . . 192.168.0.1
Subnetzmaske. . . . . . . . . . . 255.255.255.09
Standardgateway . e e e e .t

Ethernetadapter Drahtlose Netzwerkverbindung:

Medienstatus. . . . . . . . . . . : Es besteht keine Verbindung
Ethernetadapter LAN-VYerbindung 3:

Medienstatus. . . . . . . . . : Es besteht keine Verbindung

Ethernetadapter LAN-Verbindung 2:
Medienstatus. . . . . . . . . . . : Es besteht keine Verbindung

C:No>_

Figure 10: Communication check via ipconfig command

Once the ping was successful, you are ready to start a web browser (e.g. Firefox or Kon-
queror).

[ 14 | Remote Access Gateway IGW/925 — First Steps — Revision 1.3
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5.4 Accessing the SSV Web ConfigTool

To open the login page of the SSV Web ConfigTool enter this URL in a Web browser:
http://192.168.0.126:7777.

The following passwords can be used to login:

e The default Web ConfigTool password is adnp. This is the standard user and has an
idle timeout. The password and the timeout can be changed in the menu over
“System > Administration”.

e The default Web ConfigTool master password is ssvadmin. This is the master
user and has no idle timeout. The password can be changed in the menu over
“System > Administration”.

[ooee ]

T

Flease entervour password to access the admin page |

Figure 11: Login page of the SSV Web ConfigTool

Please note: If a standard user is already logged in, he will be automatically logged
out when the master user logs in. In contrast to the standard user it is possible to log
in more then once at the same time with the master password. Although it is possi-
ble it is not recommended!

Remote Access Gateway IGW/925 — First Steps — Revision 1.3 | 15 |
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5.5 Access via Telnet

To access the IGW/925 with a Telnet client please open a DOS window on your host PC
(you can find it in the Windows Start menu) and enter the following command to activate a
Telnet session:

telnet 192.168.0.126

The Linux of the IGW/925 is configured in a way, which you have to login with the user-
name root and the password root.

=t Eingabeaufforderung

Microsoft Hindows XP [Version 5.1.2604]
(C) Copyright 1985-2001 Microsoft Corp.

C:\Dokumente und Einstellungen\kdw>telnet 192.168.0.126

Figure 12: Starting the Telnet client

In the upcoming Telnet window you can enter any Linux commands, which will be executed
by the IGW/925 operating system (similar to the serial console).

B Telnet 192.168.0.126 i =[]
- S5V Embedded Linux - Version ©@.62

emblinux legin: root
Password:
Croot@emblinux /rootl$pwd

keventd

ksof tirad_CPU@
swap:

bdf lush

update

khubd
mtdblockd
iffs_gc

inet

thttpd

?n.telnetd
sh

1
2
3
4
S
6
7
5
7
1
Q
4
3

0O~IONUTNOU]

T ]
PONEEEINDIOEEE

=
0
B
.
w
o

188 136,90 ©0:00:0Q ps
[root@emblinux /rootls

Figure 13: Access via Telnet client

Note: The Telnet command in fig. 12 requires the current IP address of the IGW/925
as parameter.

[ 16 | Remote Access Gateway IGW/925 — First Steps — Revision 1.3
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5.6 Changing the IP Address

To change the IP address of the Remote Access Gateway enter the Web ConfigTool and
choose from the menu “Network > LAN™. In this section you can configure the LAN set-
tings.

Network configuration for LAN1 {10100 MBit)

EnableDisable interface LAN1 [v!

:
ovanan e ssares aommica: i
Use the following IP address : o
R = |/ 1.0 ).( ]
T I = .5 .65 1.5
EnableDisable alias IP address : r

Figure 14: LAN settings

e Enable/Disable interface LAN: Enable or disable interface LAN.

e Obtain an IP address automatically: Device configuration through DHCP server.
e Use the following IP address: Manual device configuration.

e P address: IP address of the device.

e Subnet mask: Subnet mask of the local network.

e Enable/Disable alias IP address: Enable or disable the alias [P address.

e Alias IP address: Secondary static IP address for the same interface.

e Alias subnet mask: Subnet mask of the alias network.

For more detailed information about the Web ConfigTool please read the “SSV Web Con-
figTool user manual”.
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6 INFORMATION IN THE INTERNET

To fulfil the information needs of the users, we offer the website
http://www.ssv-comm.de/products/igw925.php

Visit this website from time to time to access latest information.

E=s—=% Z |ndustrial it il
== W Communication T
Start Product Groups Solutions Mews Press Contact Forum

IGW/925

VPN Remote Access Gateway with
4-Port Switch and GPRS/UMTS

= Remuote Access...
= IGW/100-92
= IGW:B00
= IGW/900
- IGW/920
= IGW/922
= IGW925
= MGWB65
= WGW920
= Wireless Device Server
= IGW/400-UART
= IGW/400-CAN
= IGW400-PROFI
= Embedded PCs
= ComPC1-800
= ComPC1-1100
= DEM Boards
= eS0M2586
= eSOM2586-M
= eSOM3517
= eSOM/9263
= CP/465
= OEM Development

VPN Remote Access Gateway IGW/925 with
4-Port Switch

‘With the IGW/925 any Ethernet based devices, subsystems and
automation components in switch cabinets or complete
subnetworks can be intearated very easy into a VPN (irtual
Private Metwark). This enables the complete securs remote
access via Internet

Therefor the IGYI925 offers many integrated security functions
like S5L, S5H, a TCP proxy server and a firewall, which protect a
local autornation Ethermet network fram unauthorized external
access. Through the two LAM interfaces the protected device or
LAM iz completely isolated for external access.

050 kG R

[ ——

ADMPI200 Configuration

Wetdem confignraion

IGWI925 Features

= Atmel AT91RMI200 32-bit
ARMI MCU @180 MHz

s Linux 035 with VPN and
Firewall

= 110100 Mbps Ethernet

s 410100 Mbps Ethernet
LAMN 1A-D {over 4-Port
Switch) with Auto-MDE
support

s 1xR5232
s 1xR5232/RE5485

s 1xReal Time Clock
(battery huffered)

» GEMIGPRS/UMTS/
HSPA

= 1224 ¥DC Power Supply
s DIN-Rail Mounting

= |EC 61850 Protocol
Support (Option)

"Z Hardware Reference
1GW/925

-
£ User Manual Weh
CanfinTanl

Figure 15: 1IGW/925 website

On this website are also newer versions of this manual published. Please note therefore the
revision number on the last page.
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7 MAINTENANCE

A special maintenance for the IGW/925 is not necessary. For technical questions please send
an e-mail to support@ssv-embedded.de.

8 DISPOSAL

A special disposal of the IGW/925 beyond the regulation by law is not necessary. For ques-
tions please send an e-mail to sales@ ssv-embedded.de.

9 TROUBLE SHOOTING

If you experience troubles with the IGW/925 please proceed as follows:

Check all cable connections carefully. Create a serial RS232-connection — like described in
chapter 4.1 — with your development system and try to access the IGW/925 with a terminal
program. Reset if necessary the IGW/925 by interrupting the power supply for a moment.
Afterwards the IGW/925 should execute a new boot process, which you can watch with the
terminal program.

If you still have troubles, please send an e-mail to support@ ssv-embedded.de.

Remote Access Gateway IGW/925 — First Steps — Revision 1.3 m
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10 TECHNICAL DATA

11

SUPPLY VOItAZE e 11 -28 VDC
WEIGRTE .. e <0,5 kg
Mechanical Dimensions (LXWxH) ............ccccoeeee. 112 mm x 45 mm x 100 mm
TemMpPerature ran@e ..........eveeeuuueeeiiiiine et 0°C-70°C
Rel. air himudity ......ooueiiiiiiiiieiiie e max. 85 %

EMC INFORMATION

The IGW/925 meets following EU directives about electromagnetic compatibility (EMC):

Emitted interference |

Radio disturbance EN 55022 (industrial environment)
Interference immupity . | .
Case

Radiated RF immunity EN 61000-4-3

Electrostatic Discharge (ESD) EN 61000-4-2

Signal connections

Conducted RF immunity EN 61000-4-6

Electrical fast transients/bursts EN 61000-4-4

Direct current input and output

Conducted RF immunity EN 61000-4-6

Electrical fast transients/bursts EN 61000-4-4

Table 5: EMC information

Note: Please do not connect cables longer than 3 meters with the screw terminals.
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12 PINOUT SCREW TERMINALS

The table 6 shows the pinout of the screw terminals of the IGW/925.

_ |pin|Power JCcOM2  [Alarm |
A B
A1 Alarm —
1234 1234
o008 |ISO0S| A2 Alarm +
°0
A3 V+IN
© 0
' A4 GNDIN
0 1
I
i
I TXD (RS232)
S ' E2 RX/TX — (RS485)
i
RXD (RS232)
|' 'ﬂ = RX/TX + (RS485)
0 0 || B4 GND

Table 6: Pinout of the screw terminals

* Please note: The RS485 (officially called TIA/EIA-485-A) connection between
your IGW/925 and the field devices needs termination resistors on both ends for
proper operation. The IGW/925 does not offer internal termination resistors. Please
make sure, that the RS485 cable connection is equipped with external termination re-
sistors.
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13 HELPFUL LITERATURE

e IGW/925 hardware reference manual
e DIL/NetPC ADNP/9200 hardware reference manual
e SSV Web ConfigTool user manual

CONTACT

SSV Embedded Systems
Diinenweg 5
D-30419 Hannover

Phone: +49 (0)511/40 000-0
Fax:  +49 (0)511/40 000-40

E-mail: sales@ssv-embedded.de

Internet: www.ssv—comm.de
Forum: www.ssv-comm.de/forum
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