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INTRODUCTION

This documentation gives you an overview about the initial operation and the first steps of
use with the RMG/941.

1.1 Checklist

Compare the content of your RMG/941(L,N) start-up package with the checklist below.
If any item is missing or appears to be damaged, please contact SSV!

v"  Remote Maintenance Gateway RMG/941(L,N)

v' 1x LTE/NB-loT antenna (only for RMG/941L and RMG/941N)
v' Adapter cable with power and RS$232 connector

v Plug-in power supply
v

Screwdriver

IMPORTANT!
You will need further equipment to operate the RMG/941. Please refer to chapter 3.

1.2 Conventions

Convention usage |

bold Important terms
monospace Filenames, Pathnames, program code, command lines

Table 1: Conventions used in this document
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2 SAFETY GUIDELINES

Please read the following safety guidelines carefully! In case of property or personal
damage by not paying attention to this manual and/or by incorrect handling, we do not
assume liability. In such cases any warranty claim expires.

The power supply should be in immediate proximity to the device.

The power supply must provide a stable output voltage between 11 — 28 VDC. The out-
put power should be at least 2.5 W.

Please pay attention that the power cord or other cables are not squeezed or damaged
in any way when you set up the device.

Do NOT turn on the power supply while connecting any cables, especially the power
cables. This could cause damaged device components! First connect the cables and
THEN turn the power supply on.

The installation of the device should be done only by qualified personnel.

Discharge yourself electrostatic before you work with the device, e.g. by touching a
heater of metal, to avoid damages.

Stay grounded while working with the device to avoid damage through electrostatic
discharge.

The case of the device should be opened only by qualified personnel.
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3 REQUIRED EQUIPMENT

To operate the RMG/941 the following hardware is required:

e one Ethernet cross-over cable or two Ethernet patch cables and a switch.

To operate the RMG/941L the following hardware is required:

e avalid SIM card with an appropriate mobile tariff. Please refer to chapter 4 to see how
the SIM card is inserted.

The RMG/941N comes with a preinstalled SIM card for NB-IoT.

To configure the RMG/941(L,N) a computer with the following features is required:

e  Windows 7 or higher

e  Web browser (e.g. Firefox, Chrome)

e Telnet/SSH client (e.g. TeraTerm)

e  FTP client (e.g. FileZilla)

e 10/100 Mbps Ethernet network controller and TCP/IP configuration
e CD-ROM drive

Document Revision 1.1 ﬂ
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4 SIMCARD

The internal SIM card of the RMG/941L and RMG/941N can be changed through the slot on
the backside.

To remove the SIM card just push it gently with a screw driver until you hear a soft "click".
The SIM card is ejected a few millimeters and can be pulled out easily.

a | |

mj ‘mz-J

B — ———

CLICK!

Figure 1: Removing the SIM card

To insert the SIM card just push it by hand as deep as possible into the slot.

Please note:
Pay attention to the correct orientation of the SIM card like shown in fig. 2!

Then use a screw driver to push it gently further into the slot until you here a soft "click".

‘ 0 [

m—’

B —

CLICK!

Figure 2: Inserting the SIM card
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5 CONNECTIONS

For a quick and easy start with the RMG/941 there are a few cable connections necessary.

The following chapters describe how these connections have to be made.

5.1 LTE/NB-loT Antenna

Connect the LTE/NB-loT antenna with the RMG/941(L,N) like shown in fig. 3 and place it
where the LTE/NB-IoT signal strength is high.

- - A
&S0S —~
5O Os
RMG/941
Eg LTE/NB-loT antenna

Figure 3: Connecting the LTE/NB-loT antenna
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5.1 Ethernet Link

The Ethernet link between the PC and LAN1 of the RMG/941 can be made on two ways:

e Direct with an Ethernet cross-over cable like shown in fig. 4.

e  With two standard Ethernet patch cables over a hub or switch like shown in fig. 5.

ESe’S)
sQOst
I I RMG/941
— ©
— 0
Ethernet cross-over cable 0
0

Figure 4: Ethernet link with cross-over cable

Please note:

For the Ethernet connection in fig. 4 it is required to use a cross-over cable. Do not
use an ordinary patch cable. Both types of cables are in most cases visual indistin-
guishable. But the internal wiring is fully different. Mixing up these types of cables
leads to LAN errors. Hence pay attention to the label of the cable or packing.

5506
6QOst
| | RMG/941
— ©
switch
P mEEES =
-]
— o =
0
\ / D LAN

Ethernet patch cable

Figure 5: Ethernet link with hub or switch

The IP address of the LAN1 interface is ex-factory sett0 192.168.0.126.
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5.2 Serial Port COM2

You can create an RS485 serial link on port COM2 of the RMG/941.

RX/TX+

éé@é RS485 device
-
oQ Ost 00
RMG/941 o0
© T
=] )
ANT
|
é
|
(= .
p=( =
p=p=g
HE
oo
Figure 6: Serial link on COM2
Terminal _ |Signal |
Al COM?2 Serial Port: RS485 RX /TX+
A2 COMZ2 Serial Port: RS485 RX /TX-

B4 Signal Ground

Table 2: Screw terminals COM2

Please note:

The RS485 (officially called TIA/EIA-485-A) connection between your RMG/941 and
the field devices needs termination resistors on both ends for proper operation. The
RMG/941 does not offer internal termination resistors. Please make sure, that the
RS485 cable connection is equipped with external termination resistors.
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5.3 Power Supply

The RMG/941 needs a supply voltage of 11 — 28 VDC to work.

Connect the cables of an appropriate power supply to provide the system with the neces-
sary power like shown in fig. 7.

GNDin

&S0
5O Os
RMG/941

©

ANT

11 .. 28 VDC *10%

R power supply

==l
=i

Figure 7: Power supply for the RMG/941

Terminal ____Jsignal |
A3 Vin (11 .. 28 VDC)
A4 GNDin

Table 3: Screw terminal power

CAUTION!

Providing the RMG/941 with a higher voltage than the regular 11 — 28 VDC could cause
damaged device components!

Do NOT turn on the power supply while connecting it with the RMG/941. This could cause
damaged device components! First connect the power supply and THEN turn it on.
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OPERATION

6.1 Booting the RMG/941

Just power up the RMG/941 and the boot process starts immediately. The RMG/941 boots
an embedded Linux out of its Flash memory. This may take up to one minute.

6.2 Accessing the SSV/WebUI

To open the login page of the SSV/WebUI enter the ex-factory IP address and port number
of LAN1 of the RMG/941 manually in a web browser:

https://192.168.0.126:7777

Enter your username and password and click on [Login]. Both username and password can
be found on the nameplate of the RMG/941.

RMG/941N SSV/WebUI®

N
Click here for secure login

Copyright ® 2009-2018 S8V All rights reserved. @

Figure 8: Login page of the SSV/WebUI
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6.3 Using the SSV/WebUI

The SSV/WebUI allows to view log files and to configure the system settings of the
RMG/941 with a web browser, e.g. enabling and disabling services like Telnet or changing
the IP address.

Please note:

To keep changed settings after a reboot or an interruption of the power supply they
must be persisted. Therefore choose from the menu System > System management
(fig. 9). The section Temporary configuration shows which settings are not persisted
yet. To save the settings permanently just click on the button [Persist].

If there are any unsaved settings you can also always see on the right side of the
SSV/WebUI’s header under unsaved changes.

RMG/941N SSV/WebUI®

admin

Status System Proxies

System management

System

Reboot system : REBOOT will shutdown and restart

Factory reset : Sel factory defaults and reboot

System configuration

‘Configuration download : Download device configuration

Configuration upload : Keine Datei ausgewshit. Upload | Upload system configuration

Temporary configuration

firewall.rules
ssvconfig/configfirewall cfg

Changed files : Temporary changed files

Configuration persist : m Persist temporary configuration

Figure 9: System management within the SSV/WebUI
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6.4 Accessing the SSV/WebUI with DHCP enabled

If the automatic IP address configuration of LAN1 via DHCP is enabled, you have to check

the assigned IP address, which is necessary to access the RMG/941 via a Telnet client or a
web browser.

Therefore open in Windows Control Panel > Network and Internet > View network com-
puters and devices. The RMG/941 should show up in this list.

RN Netzwerk = =
m MNetzwerk Ansicht 3 0
® - 1 € Netzwerk v & Metzwerk durchsuchen P
i Favoriten > Andere Gerate (2)
> Computer (7)
B Desktop
> Drucker (4)
> Multifunktionsgerate (1)
- 4 Netzwerkinfrastruktur (3)
-
€ Netzwerk

5 systemsteuerung
& Papierkorb

16 Elemente

Figure 10: Selecting the RMG/941

Just right-click on the RMG/941 to open the properties dialog, where you can see the cur-
rent IP address of the RMG/941 like shown in fig. 11.

A double-click on the RMG/941 opens the SSV/WebUI in a web browser.

Please note:

To access the SSV/WebUI, it is important to add the port number 7777 to the cur-
rent IP address of the RMG/941, e.g.: http://192.168.0.126:7777!
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Metzwerkgerat |

Geratedetails

Hersteller:

Modell;

Modellnummer:

Geratewebseite:

Seriennummer:
MAC-Adresse:
Eindeutige I

IP-Adresse:

wm’ RMG/941N-3411823001

S5V Software Systems GmbH
http: v, ssv-embedded. de/

http: ffvevewe. ssv-comm. de fproductsrmg941. php
http: v, ssv-comm, defproducts frmg341.ohp

1.0

http: /#1932, 168.0, 126: 7777/

Problembehandiungsinformationen

94118328001

02:80:ad: 23:bb:f1
uuid:emblinux-94113280014an1-192-168-0-125
192,168.0, 126

(a4 | | Abbrechen Ubernehmen

Figure 11: The properties dialog shows the current IP address

Now you are able to access the RMG/941 via a Telnet client or a web browser.
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6.5 RMG/941N: Checking NB-loT Connection

The RMG/941N comes with a preinstalled NB-loT SIM card with 500 MB free traffic volume.

To check if there is a connection with the NB-loT mobile network choose from the menu
Network > Mobile.

RMG/941N SSV/WebUI®

System Network Proxies

Modem configuration

Enable/Disable interface : ’ Enable or disable interface ppp0

{log)
Quectel BGY6 Installed Modem
]

MTelekom.de1noe.||et(LTE-NB1) Metwork info

SIM card settings
SIMPIN : Enter PIN for your SIM card

Confirm SIM PIN : Verify entered PIN

ISP settings

Provider auto select: Try to recognize ISP from SIM card

Connection settings

Connect: On System start E

Network configuration

Metric : 10 Route metric for ppp0

Figure 12: Mobile network settings of the RMG/941N

In the section Modem configuration the line Status should display CONNECTED.

You can also check the signal strength by clicking on the button [Check signal].

Please note:
If the connection to the NB-loT network fails, the modem tries to connect with the

regular mobile network with 2G!
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6.6 RMG/941L: LTE Modem Configuration

The RMG/941L does NOT come with a SIM card. To connect with the LTE mobile network
you have to insert a valid SIM card first. Chapter 4 shows how to insert/change a SIM card.

To configure the LTE modem settings choose from the menu Network > Mobile.

RMG/941L SSV/WebUI®

System Network Proxies

Modem configuration
’ Enable or disable interface ppp0

Enable/Disable interface :

{log)

Quectel EC25-E Installed Modem
[emerio: (PR T

SIM card settings

SIMPIN : Enter PIN for your SIM card
Confirm SIM PIN : Verify entered PIN

ISP settings

Provider auto select: Try to recognize ISP from SIM card

Connection settings

Connect: On System start v

Network configuration

Metric : 20 Route metric for ppp0
RS

Figure 13: Mobile network settings

1. Inthe section Modem configuration enable the checkbox.

2. If the provider is not recognized automatically disable the checkbox in the section ISP
settings and choose your provider manually.

3. Enter the PIN of the SIM card.

4. In the section Connection settings choose On System start.

5. Click on [Apply].

In the section Network configuration you can enter a DNS server if needed.

In the section Modem configuration the line Status should display CONNECTED after the
successful configuration.

You can also check the signal strength by clicking on the button [Check signal].
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6.7 RMG/941L: WAN Configuration

To operate the RMG/941L as an LTE router the WAN (Wide Area Network) settings need to
be configured.

Choose from the menu Network > WAN.

RMG/941N SSV/WebUI®

System Network Proxies

Wide area network configuration

WAN configuration

WAN interface : Mabile | v WAN main interface

WAN watchdog
o . Ping check intervall for main
WAN test intervall : Thour  |w T
WAN test address : 88838 IP or DNS address for WAN ping test
kernel.org Ping test to address

EREZD

Figure 14: WAN settings

1. Inthe section WAN configuration choose Mobile.
2. Inthe section Internet click on [Check] to test the Internet connection.

3. Click on [Apply].

Please note:
If the RMG/941L operates as an LTE router it is highly recommended to enable the
firewall (please refer to chapter 6.8)!
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6.8 RMG/941L: Firewall Configuration

If the RMG/941L operates as an LTE router it is highly recommended to enable the fire-
wall!

Choose from the menu Services > Firewall and NAT.

RMG/941N SSV/WebUI®

System Network Proxies

Firewall configuration

Enable service : | 3 Enable or disable firewall {log)

Firewall and NAT rules preconfigured sets

Allincomming ports closed, VPN
allowed :

Selective ports allowed : O This opens more application poris
User uploaded script : @] Use self created rules

Forwading with IP-Masquerading and NAT

Best protection for VPN server

Full routing from internal to WAN

Enable forwarding : interface

Logging
Enable log : Log dropped packets

Firewall and NAT rules script

Show current settings : Script rules | Show settings and state
Firewall is on
R

Figure 15: Firewall and NAT settings

1. Inthe section Firewall configuration enable the checkbox.
2. Inthe section Forwarding with IP-Masquerading and NAT enable the checkbox.

3. Click on [Apply].
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6.9 LAN1 Configuration

The IP address of the LAN1 interface is ex-factory sett0 192.168.0.126.

To configure the LAN1 settings choose from the menu Network > LAN1.

RMG/941N SSV/WebUI®

Er:

System Proxies

Enable or disable interface LAN1

IPv4 address configuration

IPv4 address setup : ® automatically ) manually [_:Ptatt:lct.:ﬂﬁ guration through DHCP or

[

IPv6 address configuration

IP configuration for IPv6

Use specific DNS server

IPv6 address setup : (O disable ® automatically ' manually
Use a DNS server address : ]

Expert configurations

MTU :

The maximum transmission unitin

bytes
The metric of the route

® defauit O 1500

20
Use AutolP address : Enables link local address
Interface mode : ] bridged Bridge this interface with VPN1

[ [ oo ]

Figure 16: LAN1 settings

To enable the automatic IP address assignment via DHCP follow these steps:
1. Inthe section IP address configuration enable the radio button automatically.

2. Click on [Apply].

Please note:

After DHCP was enabled, it is necessary to re-log into the SSV/WebUI with the new
assigned IP address of LAN1. Please refer to chapter 6.4 to find out the current IP
address.
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6.10 Access via Telnet

Please note:
The Telnet server must be enabled via the SSV/WebUI. Therefore choose from the
menu Services > General, enable the checkbox in the line Telnet server and click on

[Apply].

To access the RMG/941 via Telnet open a Telnet client program (like TeraTerm) on your
host PC and enter the current IP address of the RMG/941 to activate a Telnet session.

In the upcoming Telnet window you can enter your login data.

192.168.0.126:23 - Tera Term VT o8] '

File Edit Setup Control Window Help

to the extent

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x 2 boot
drwxr-xr-x 3560 b : dev
: etc
home

lib
lost +found
media
H mnt
root H opt
root a proc
root root S root -> /var/local/root
root root H run
root root sbin
root root H sSrv
root root a : sSys
drwxrwxrwt root root H tmp
drwxr-xr-x root root usr
drwxr-xr-x 19 root root : var
root@emblinux:/# cat /procs/cpuinfo
processor H
model name : ARMv7 Processor rev 1 (v71)
BogoMIPS H .
Features : half thumb fastmult vfp edsp vfpv3 vfpv3dl6 tls vfpvd
CPU implementer : Bx41

drwxr-xr-x
dr-xr-xr-x
lrwxrwxrwx
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
dr-xr-xr-x

o g = 0
WRWNNRNUTFWONRNUIN

architecture:
variant H
part 1 Bxc@S
revision 01

Bx@

i Atmel SAMAS
P a5 5 5 )

root@epblinux:/#.D

Figure 17: Accessing the RMG/941 via Telnet client
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6.11 Access via FTP

Please note:

The FTP server must be enabled via the SSV/WebUI. Therefore choose from the
menu Services > General, enable the checkbox in the line FTP server and click on

[Apply].

The RMG/941 comes with a pre-installed FTP server, which allows the file transfer via
Ethernet between a PC and the RMG/941. To access the RMG/941 via FTP use an FTP client

like e.g. FileZilla.

ﬁ root@192.168.0.126 - Filia

66 ¢

root@192.168.0.126 x| root@192.168.0.126 x

Datei Bearbeiten Ansicht Ubertragung Server Lesezeichen Hilfe MNeue Version verflgbar!

Y-COEFE e v R&k B en

Server: 192.168.0.126 Benutzername: root Passwort; eese Port: B

Status: Empfange Verzeichnisinhalt... -
Status: Anzeigen des Verzeichnisinhalts fir "/root” abgeschlossen

Status: Empfange Verzeichnisinhalt far "/"... =
Status: Anzeigen des Verzeichnisinhalts fur "/" abgeschlossen —

Lokal: | C\_temp\, - | Server: | / -
. @m- ) _temp -l =- ¢ &
book = f- b bin E
! @k Boot - - boot -
Dateiname Dateigrd... Dateityp Zu * | Dateiname Dateigr.. Dateityp Zuletzt ged.. Berechti.. Besit*
o — =l | dev Dateiord.. 10.032017.. drwxr-xa-x root =]
& _igw935.ppt 829440 MicrosoftP.. 11, | etc Dateiord.. 08.03.2017.. drwxr-xr-x root|
B LPNG 233.768 PNG-Bild 11 _ |k home Dateiord.. 08.032017.. drwxr-xr-x rooti _
Pl ] —— > < | 1N — — »
259 Dateien und 21 Verzeichnisse. GesamtgroBe: 378.643.43¢ | 20 Verzeichnisse
Server/Lokale Datei Richt.. Datei auf Server GréBe Priori.. Status
Zu iibertragende Dateien | Fehlgeschlagene Ubertragungen Erfolgreiche Ubertragungen
A B warteschlange: leer .o

Figure 18: FileZilla as FTP client to access the FTP server

Use for the FTP login the current IP address of the RMG/941. After the login you have FTP
read/write permission in the file system.

The default setting of the root file system after the boot process is read-only. There is only
one exception, which is shown in table 4:

Directoy  __ |Remark |
/media/data R/W directory, non-volatile memory within Flash

Table 4: R/W directories in the file system

The read-only restriction protects all files of the file system. Under ordinary operating con-
ditions it is not possible to overwrite or delete any important file for the RMG/941.
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To disable the write protection just login and enter the following command:

remount rw

This command mounts the file system as read/write. All files are now writable and
deletable.

Please note:
Pay attention not to damage important system files!

The system is set back to the read-only initial condition like after the boot process with the
following command:

remount ro

m Document Revision 1.1
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6.12 Serial Console via COM1 (Service Port)

Over the serial port COM1 (service port) on the front panel of the RMG/941 a serial Linux
console can be accessed.

4 COM89:115200baud - Tera Term VT = =3 2

File Edit Setup Control Window Help

Reached target System Time Synchronized.

Started udev Coldplug all Devices.

Reached tar?et System Initialization.

Started Dai Cleanup of Temporary Directories.
Reached target Timers.

Listening on D-Bus Séstem Message Bus Socket.
Listening on Telnet Socket for Per-Connection Serwvers.
Listening on FTP Socket for Per-Connection Servers.
Reached target Sockets.

Reached target Basic System.

Started Regular background program processing daemon.
Starting S5V Firmware init...

Started D-Bus Séstem Message Bus.

Starting Login Service..

Started S5V Firmware init.

Found device /dev/ttyS0.

Reached tareet Network.

Starting S Broker daemon.

Starting Network Name Resolution. .
Starting OpenBSD Secure Shell server.
Starting SSV Webconfi

Starting SSV Webconsole...

Starting Permit User Sessions...

Started Login Service.

Started Permit User Sessions.

Started Serial Getty on ttyS@.

Reached target Login Prompts.

Started SSV Webconsole.

Started S8V Webconfig.

Started S5V MQTT Broker daemon.

Started ModbusZ Server.

Started OpenBSD Secure Shell server.

Started Network Mame Resolution.

Reached target Multi-User System.

Starting 8SV Firmware startup.

Starting Update UTMP about System Runlevel Changes...
] Started Update UTMP about System Runlevel Changes.
] Started SSV Firmware startup.

SSV Debian GNU/Linux 9 emblinux ttyS@

emblinux login: []

Figure 19: Serial Linux console in TeraTerm

Please note:

To create a connection between the RMG/941 and the PC an adapter cable and a
null modem cable are necessary. Please refer to the RMG/941 hardware reference
for more information.
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7 TECHNICAL DATA

SUPPIY VOIAEE e 11 -28 VDC
L AT T ¥ =4 o S <150¢
Mechanical Dimensions (LXWxH) .......ccccoeiinninnneen. 112 mm x 22.5 mm x 100 mm
T M PEIAtUIE FAN GO cuuiiiii it e e e e e e e e e e aeeaaeen 0°C-60°C
Rel. @ir NimUity .o max. 85%

8 PINOUT SCREW TERMINALS

Table 5 shows the pinout of the screw terminals of the RMG/941.

Terminal _{signal | A

Al COM?2 Serial Port: RS485 RX/TX+
A2 COM2 Serial Port: RS485 RX/TX-
A3 Vin (11 .. 28 VDC)

A4 Power Ground

Table 5: Pinout of the screw terminals

Please note:

The RS485 (officially called TIA/EIA-485-A) connection between your RMG/941 and
the field devices needs termination resistors on both ends for proper operation. The
RMG/941 does not offer internal termination resistors. Please make sure, that the
RS485 cable connection is equipped with external termination resistors.
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9 HELPFUL LITERATURE

e RMG/941 hardware reference manual

e DNP/9535 hardware reference manual

CONTACT

SSV Software Systems GmbH
Dinenweg5
D-30419 Hannover

Phone: +49 (0)511/40 000-0
Fax: +49 (0)511/40 000-40
Email: info@Rssv-embedded.de

Internet: www. ssv-embedded.de

Forum: www.ssv-comm.de/forum
Wiki: mewl.ssv-embedded.de
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