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1 INTRODUCTION 

This document describes the basic hardware components, the necessary cable connections as well as 

the web-based user interface (SSV/WebUI) of the OT/IT Network Gateway IGW/936A. 

 

 

Figure 1: Typical application with the IGW/936A 

Figure 1 shows the IGW/936A as an infrastructure module for domain isolation between the Ether-

net based networks of an IT and OT environment. In addition, various OT modules in RS485-based 

bus systems, such as Modbus RTU, can be accessed from an IT Ethernet LAN via an IGW/936A. 

Thereby an access rights management down to the single Modbus data point is possible. 

 

Further applications for the IGW/936A are: 

• Industrial OT/IT Firewall 

• Proxy Server 

• VPN Gateway 

• Linux Device Server 

Please note: 

To operate the IGW/936A further equipment is needed. Please see 

chapter 1.2. 
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1.1 Checklist 

Compare the content of your IGW/936A package with the checklist below. If any item is missing or 

appears to be damaged, please contact SSV. 

� OT/IT Network Gateway IGW/936A 

1.2 Required Equipment 

To configure the IGW/936A a computer with the following features is required: 

• Windows 7 or higher 

• Web browser (e.g. Firefox, Chrome) 

• 10/100 Mbps Ethernet LAN interface and TCP/IP configuration 

1.3 Document Conventions 

Convention Usage 

bold Important terms 

monospace Filenames, Pathnames, program code, command lines 

Table 1: Conventions used in this document 
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2 SAFETY GUIDELINES 

Please read the following safety guidelines carefully! In case of property or personal damage by 

not paying attention to this document and/or by incorrect handling, we do not assume liability. In 

such cases any warranty claim expires. 

ATTENTION! 

OBSERVE PRECAUTIONS FOR HANDLING – ELECTROSTATIC SENSITIVE DE-

VICE! 

• The power supply should be in immediate proximity to the device. 

• The power supply must provide a stable output voltage between 12 – 24 VDC. The output 

power should be at least 2.5 W. 

• Please pay attention that the power cord or other cables are not squeezed or damaged in 

any way when you set up the device. 

• Do NOT turn on the power supply while connecting any cables, especially the power cables. 

This could cause damaged device components! First connect the cables and THEN turn the 

power supply on. 

• The installation of the device should be done only by qualified personnel. 

• Discharge yourself electrostatic before you work with the device, e.g. by touching a heater of 

metal, to avoid damages. 

• Stay grounded while working with the device to avoid damage through electrostatic dis-

charge. 
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3 OVERVIEW 

3.1 Control Elements 

 

Figure 2: Front view 
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3.2 Features and Technical Data 

Processor 

Manufacturer / Type Sochip S3 with ARM Cortex-A7 CPU (DNP/8331) 

Clock speed 1008 MHz 

Memory 

RAM 128 MB DDR3 SDRAM 

Storage media 8 GB NAND Flash mass storage for operating system and application 

software 

Interfaces 

Ethernet 2x 10/100 Mbps (RJ45) 

USB 1x USB 2.0 Host 

Serial I/Os 1x RS485 serial port (screw terminal) 

1x RS232/RS485 serial port (screw terminal) 

Special Functions 

RTC 1x Real Time Clock 

Watchdog 1x Timer watchdog (hardware-based, software-configurable) 

1x Power supervisor (hardware-based) 

Boot loader U-Boot boot loader with A/B dual boot partitions 

Operating system SSV Debian Buster Linux 

Administration SSV/WebUI plus firmware 

Security TCP/IP protocol stack with IPv4 and IPv6 support and various security 

protocols 

Firewall with netfilter + iptables, setup via SSV/WebUI 

Displays / Control Elements 

LEDs 1x Power 

1x Status 

1x System status (programmable) 

1x VPN status (programmable) 

Electrical Characteristics 

Power supply  12 .. 24 VDC (typ. 24 VDC) from external power supply 

Power consumption < 10 W 

Mechanical Characteristics 

Protection class IP20 industrial case for 35 mm DIN-rail mounting 

Mass < 270 g 

Dimensions 112 mm x 100 mm x 45 mm 

Operating temperature 0 .. 60 °C 

Standards and Certifications 

EMC CE 

Environmental standards RoHS, WEEE 

Table 2: Technical Data 
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4 PINOUTS 

4.1 10/100 Mbps Ethernet Interface LAN1 

Pin Name Function 

1 TX+ 10/100 Mbps LAN, TX+  

2 TX- 10/100 Mbps LAN, TX-  

3 RX+ 10/100 Mbps LAN, RX+  

4 --- Not Connected 

5 --- Not Connected 

6 RX- 10/100 Mbps LAN, RX-  

7 --- Not Connected 

8  --- Not Connected 

Table 3: Pinout Ethernet interface LAN1 

4.2 10/100 Mbps Ethernet Interface LAN2 

Pin Name Function 

1 TX+ 10/100 Mbps LAN, TX+  

2 TX- 10/100 Mbps LAN, TX-  

3 RX+ 10/100 Mbps LAN, RX+  

4 --- Reserved 

5 --- Reserved 

6 RX- 10/100 Mbps LAN, RX-  

7 --- Reserved 

8  --- Reserved 

Table 4: Pinout Ethernet interface LAN2 

4.3 USB 2.0 Host Port 

Pin Name Function 

1 VCC5 5 VDC Power Output 

2 DATA- USB Host - 

3 DATA+ USB Host + 

4 GND Ground 

Table 5: Pinout USB host port 
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4.4 Screw Terminals 

Terminal Signal 

A1 COM2 Serial Port: RS485 RX/TX+ 

A2 COM2 Serial Port: RS485 RX/TX- 

A3 Vin + (12 .. 24 VDC) 

A4 Vin - 

B1 --- 

B2 COM3 Serial Port: TXD (RS232), RX/TX- (RS485) 

B3 COM3 Serial Port: RXD (RS232), RX/TX+ (RS485) 

B4 Signal Ground 

Table 6: Pinout screw terminals 

4.5 LED Functions 

LED Description Off Flash On 

 Power No Power --- Power On 

 Reserved Always Off --- --- 

S1 System Not ready Booting Ready 

S2 VPN Off Connecting Ready 

Table 7: LED functions 
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5 CABLE CONNECTIONS 

For the IGW/936A commissioning, only a LAN connection to a PC must be established and the 24 VDC 

supply voltage must be provided. 

5.1 Ethernet Link 

Connect the LAN2 interface of the IGW/936A with an Ethernet LAN cable to a PC. 

 

The IP address of the LAN2 interface is ex-factory set to 192.168.1.126. 

 

 

Figure 3: Ethernet LAN connection 
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5.2 Power Supply 

The IGW/936A needs a supply voltage of 12 .. 24 VDC to work. 

 

Connect the cables of the provided plug-in power supply with the screw terminals of the IGW/936A 

like shown in fig. 4. 

 

 

 

Figure 4: Connecting the power supply 

Terminal Signal 

A3 Vin + (12 .. 24 VDC) 

A4 Vin - 

Table 8: Screw terminal power pins 

CAUTION! 

Providing the device with a higher voltage than the regular 12 .. 24 VDC 

could cause damaged device components! 

Do NOT power up the device while connecting the power supply or any 

other cables. This could cause damaged device components! First connect 

the power supply and THEN turn it on. 

The boot process starts immediately after power up and can take up to one minute. 

 

LED S1 flashes during the boot process and is permanently on when the IGW/936A is ready. 
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6 SSV/WEBUI 

The SSV/WebUI is the web-based user interface of SSV gateways. It enables configuration of inter-

faces, protocols, services and so on. 

 

To open the login page of the SSV/WebUI enter the ex-factory IP address and port number of LAN2 

of the IGW/936A manually in a web browser: 

 
192.168.1.126:7777 

 

Enter the supplied username and password and click on [Login]. 

 

 

Figure 5: Login page of the SSV/WebUI 

After a successful login, the SSV/WebUI shows a horizontal menu bar with all available functions di-

vided into groups. 

 

 

Figure 6: Menu bar of the SSV/WebUI 
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6.1 Status 

 

Figure 7: Status page 

Figure 7 shows an example system status page with the addresses of all IP interfaces plus additional 

information about DNS servers and the default gateway. 
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6.2 System 

6.2.1 System > System Identification 

 

Figure 8: System identification 

This page summarizes various properties for gateway identification. 

 

Host name 

Input of an arbitrary name to be able to identify a certain gateway reliably. 

 

Location 

Location information or details to find the installation location of a specific gateway. 

 

Contact 

E-mail address input to be able to reach the person responsible for the gateway. 

 

Serial number 

Preset serial number of the gateway. This number can be used to answer queries about the produc-

tion week, factory settings, delivery, etc. with the help of the manufacturer database. 

 

Identify device through front LED 

Clicking on [Flash] causes one of the gateway's front panel LEDs to flash for approx. 5 seconds. This 

allows a specific gateway to be visually identified. 

6.2.2 System > System Management 

 

Figure 9: System management 
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The functions summarized here can be used to force a system reboot (restart) and to duplicate the 

configuration settings or reset them to the factory default state. 

 

Reboot system 

Clicking on [Reboot] causes the gateway's operating system to shut down. This is followed by a re-

boot. The SSV/WebUI session must then be restarted. This action may cause the loss of unsaved set-

tings. 

 

Configuration download 

The configuration settings of the gateway can be downloaded and saved as a file to the PC. 

 

Configuration upload 

A configuration file saved on the PC can be uploaded to the gateway to apply the settings from this 

file. 

IMPORTANT! 

This action causes the current gateway settings to be overwritten by the 

uploaded file. This may lock you out of the SSV/WebUI for further access. 

Configuration reset 

Allows to reset the to the factory default state. All individual settings made via the SSV/WebUI will 

be overwritten. 

6.2.3 System > Firmware Update 

 

Figure 10: Firmware update 

Firmware info 

Current firmware version and hash value for integrity checks on the installed firmware image. 

 

Firmware update via API 

Check if there is a firmware update available. Download and install a new firmware image from a 

trusted SSV server. Software updates are a critical matter. In case of doubt, contact our support be-

fore performing an update. 
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6.2.4 System > Time and Date 

 

Figure 11: System time and date 

Local time zone configuration 

The time zone in which the gateway is located can be set here. The setting is required in order to car-

ry out the necessary correction during a time synchronization with time servers on the Internet (cor-

rection with respect to Greenwich Mean Time (GMT)). 

 

Time and date configuration 

The internal gateway real-time clock can be synchronized automatically via an external time server 

(in a LAN or on the Internet) or manually. 

6.2.5 System > COM Ports (Serial Ports) 

 

Figure 12: Serial port settings 
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The serial interfaces of the gateway can be used universally for different applications. Via this page 

individual interfaces can be reserved for operation as a serial console (remote console) or as a COM 

port redirector. By such a reservation the respective interface is no longer available for other appli-

cations. 

Please note: 

The COM1 port of this gateway is located inside the housing. It is not 

accessible from the outside. The COM1 port is fixed as a serial console 

for service purposes. Any other usage is not possible. 

None 

The serial interface can be used by any application, e.g. by Node-RED for Modbus-based communica-

tion with external modules. 

 

Remote console 

The respective serial port forms a console for communication with the Linux operating system. 

Please note that a login with username and password is required to access the console. 

 

Com port redirector 

This function forms a protocol converter between the IP-based transport protocols UDP or TCP, 

which are available e.g. for the LAN interfaces, and the respective assigned serial port. The UPD or 

TCP side can be operated in client or server mode. 

6.2.6 System > Watchdog 

 

Figure 13: Watchdog settings 

The gateway has various watchdog timers (or counters) intended to ensure the most trouble-free 

24/7 operation possible. There are individual configuration options available for these watchdogs. 
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Enable watchdog service 

Enable or disable watchdog services of the gateway. 

 

Enable default watchdog 

Activate the individual watchdogs listed here with the factory default settings. 

 

Reboot interval 

Set a time interval after which a gateway reboot is automatically triggered. The gateway reboot sets 

all system processes to a (defined) initial state. 

 

A typical use case for this gateway is operation as a VPN client in a remote maintenance application. 

For this, depending on the configuration, it is important that a permanent VPN connection to an ex-

ternal VPN server exists. If this VPN connection is interrupted, the gateway must automatically try to 

reach the server again. 

The following two setting options can be used to trigger a reboot if no VPN server connection is es-

tablished within a certain time or if no VPN connection exists for a certain time. 

 

VPN1: Start delay 

Monitors whether a VPN connection is established within a certain time. The gateway can automati-

cally contact a VPN server after each boot process in order to integrate itself as a client in a VPN. If 

this integration does not work within the time specified here, a reboot is triggered. 

 

VPN1: Offline delay 

Monitors how long no VPN connection to an external server has existed. If a VPN connection to the 

server has been interrupted and no new connection has been established, a reboot is triggered after 

the set time has elapsed. 

 

In many use cases, a gateway simultaneously maintains local connections to other systems as well as 

various external connections to the Internet (so-called WAN connections = Wide Area Network con-

nections), e.g., to a time server and other special cloud and IoT service platforms. WAN connections 

are much more vulnerable to interference than a local connection. 

The following three setting options can be used to configure data volume-based WAN condition 

monitoring to trigger an automatic restart of the WAN interface hardware in case of malfunction 

(e.g., a reset of an internal cellular modem). 

 

WAN: Traffic threshold 

Number of bytes per minute that must be transferred at least from the WAN to the gateway if there 

is a functioning WAN connection. This threshold determines whether the WAN connection is classi-

fied as OK or critical (undetermined). This function is only useful for gateways with an internal cellu-

lar modem. 

 

WAN: Start delay 

Time period within which the number of bytes per minute specified by the threshold value (see Traf-

fic threshold) must be reached after a gateway boot process. Otherwise a WAN interface hardware 

restart is triggered after the set time has elapsed. This function is only useful for gateways with an 

internal cellular modem. 

 

WAN: Idle delay 

Maximum time that may elapse without reaching the number of bytes per minute specified by the 

threshold (see Traffic threshold). Otherwise a WAN interface hardware restart is triggered after the 

set time has elapsed. This function is only useful for gateways with an internal mobile modem. 
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Mobile: reset count 

This function is only for gateways with an internal cellular modem. 

 

Mobile: reboot count 

This function is only intended for gateways with an internal cellular modem. 

6.2.7 System > Logging 

 

Figure 14: Logging settings 

The gateway generates a log file with extensive entries at runtime. It is used for diagnostics and for 

finding the cause of unusual system behaviour and other events. 

Please note: 

The log file is regenerated with every gateway boot process and is lost 

when the supply voltage is switched off. 

Download log file 

Download and save the log file to the PC. 

 

Download service startup graph 

Download and save a graph in SVG-format with an overview of the start-up of individual system ser-

vices to the PC. 
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6.3 Network 

6.3.1 Network > WAN 

 

Figure 15: WAN settings 

In many use cases, a gateway simultaneously maintains local connections to other systems as well as 

various external connections to the Internet (so-called WAN connections = Wide Area Network con-

nections), e.g., to a time server and other special cloud and IoT service platforms. WAN connections 

are much more susceptible to disturbances than local connections. 

 

The following setting option can be used to configure ping-based WAN status monitoring (ping 

watchdog) in order to select a different physical gateway interface as the WAN interface in the event 

of a disturbance (WAN fallback interface, for example LAN2 instead of LAN1). 

 

WAN configuration 

Select a gateway interface for the WAN connection (only IP-capable interfaces can be selected here, 

e.g. LAN1). 

 

WAN watchdog 

The ping watchdog for the WAN interface can be activated here. To activate it, a ping test interval 

time must be selected (e.g. one ping test every 15 minutes). Furthermore, the DNS name or the IP 

address of the system that is to be reached via the WAN interface by ping test must be selected. In 

addition, the action to be performed in the event of an error in the ping test can be defined (see 

WAN fallback interface). 
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6.3.2 Network > LAN1 

 

Figure 16: LAN1 settings 

Interface configuration for LAN1 

Enable or disable the LAN1 interface. 

 

IPv4 address configuration 

IPv4 address setting options for the LAN1 interface. An automatic IP address assignment via DHCP or 

manual address entry are possible. Please note that more than one IP address can be assigned to the 

LAN1 interface. 

 

IPv6 address configuration 

IPv6 address setting options for the LAN1 interface. Similar to the IPv4 address assignment, automat-

ic address assignment via DHCP or manual address entry of IPv6 addresses are possible. 

 

Expert configurations 

Various "expert settings" are available. Changes should only be made by appropriately trained per-

sonnel. Enable UPnP discovery (UPnP = Universal Plug and Play) is a special case. If this function is 

enabled, the gateway can be searched in a local network with an UPnP-capable device without know-

ing the IP address of the LAN1 interface. 
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6.3.3 Network > LAN2 

 

Figure 17: LAN2 settings 

Interface configuration for LAN2 

Enable or disable the LAN2 interface. 

 

IPv4 address configuration 

IPv4 address setting options for the LAN1 interface. An automatic IP address assignment via DHCP or 

manual address entry are possible. Please note that more than one IP address can be assigned to the 

LAN2 interface. 

 

IPv6 address configuration 

IPv6 address setting options for the LAN1 interface. Similar to the IPv4 address assignment, automat-

ic address assignment via DHCP or manual address entry of IPv6 addresses are possible. 

 

Expert configurations 

Various "expert settings" are available. Changes should only be made by appropriately trained per-

sonnel. 
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6.3.4 Network > Firewall and NAT 

 

Figure 18: Firewall and NAT settings 

The gateway has a complex firewall system that can be used to monitor and filter the data traffic of 

all existing IP interfaces. The options are very extensive. To configure the firewall, an appropriately 

trained expert is definitely required. Alternatively you can contact always our support. 

Please note: 

The gateway firewall supports both IPv4 and IPv6. However, both IP pro-

tocol variants require their own rules in each case. 

Firewall configuration 

View the current firewall rules/settings, enable or disable logging, and view the log file for firewall 

diagnostic tasks. 

 

Firewall and NAT rules preconfigured sets 

The gateway has some predefined firewall rules, e.g. for applications in a remote access VPN. These 

preconfigured sets can be activated here or adapted to individual requirements. Furthermore, the 

function User uploaded script allows to upload a file with complete firewall and NAT rules from the 

PC to the gateway. 

 

Forwarding with IP-Masquerading and NAT 

Switch on and off the NAT-based routing between the gateway and the WAN (Wide Area Network). 
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6.4 Services 

6.4.1 Services > General 

 

Figure 19: General services settings 

IMPORTANT! 

The gateway has both a Telnet and FTP server for compatibility with older 

SSV products. Both protocols are now considered insecure because they 

are based on unencrypted data transmission. In this respect, these proto-

cols should be disabled for practical use of the gateway! 

General service configuration 

Enable or disable access to the gateway via Telnet or FTP. Furthermore, the Shellinabox service can 

be enabled or disabled. Shellinabox (Shell-in-a-box) allows communication with the gateway via a 

Linux console within a web browser. 
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6.4.2 Services > OpenVPN 

 

Figure 20: OpenVPN settings 

A typical application example for industrial gateways is their use in virtual private networks (VPNs) 

to implement remote maintenance applications. Here, the gateway forms a VPN client endpoint and 

enables a service engineer to securely remotely access the assemblies located behind the gateway 

(e.g., controllers in a local OT LAN). In such an application, all VPN clients connect to a central VPN 

server. 

The gateway can simultaneously maintain connections to a maximum of 3 external VPN servers (see 

tabs Client 1, Client 2 and Client 3). Each connection can be configured individually with different cer-

tificates. In addition, the gateway can also be used as a VPN server (see Server tab). 

 

OpenVPN client configuration 

For each client connection to an external OpenVPN server, different protocol parameters can be set 

in addition to the OpenVPN server IP address or the OpenVPN server DNS name. These configura-

tions have to be done by an appropriately trained expert. Alternatively, you can contact always our 

support. 

 

OpenVPN certificates and keys 

Here the certificate and key management for a VPN client connection takes place in order to be able 

to connect to the respective OpenVPN server. 
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6.4.3 Services > DynDNS 

 

Figure 21: DynDNS settings 

The gateway enables applications in which it must itself be accessible via a DNS name on the Inter-

net. One example would be operation as a VPN server. As such a gateway usually does not receive a 

static IP address on the Internet, DynDNS can be used as an alternative. 

 

DynDNS or DDNS are abbreviations for dynamic DNS. This is a technique for dynamically updating 

the IP addresses of individual services in the Domain Name System (DNS). The purpose is that a com-

puter system with a globally accessible service automatically and quickly changes the corresponding 

entry in the DNS after changing its IP address. 

 

DynDNS configuration 

Enable/Disable the DynDNS update service. Selection of the DynDNS provider with which a corre-

sponding account exists and the complete host name (FQDN = Fully-Qualified Domain Name). Fur-

thermore, the update period can be set. 

 

Change DynDNS username and password 

Change the password for a specific username. 

 

Notification to webserver after IP address changes 

Enable/disable a notification service in case the IP address of the gateway has changed on the Inter-

net. 
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6.4.4 Services > DHCP Server 

 

Figure 22: DHCP server settings 

The gateway can be used as a DHCP server because it supports automatic IP address assignment via 

Dynamic Host Configuration Protocol (DHCP) to OT modules (DHCP client modules) connected to a 

gateway LAN interface. 

 

General configuration 

Enable/Disable the DHCP server. 

 

Address range 

Specify the IP address range from which IP addresses are assigned to the client modules via DHCP. 

6.4.5 Services > SNMP 

 

Figure 23: SNMP settings 

The Simple Network Management Protocol (SNMP) is a network protocol to monitor gateways and 

other network modules from a central management system and to change certain parameters. SNMP 

manages the communication between the monitored modules and the management system. 

 

SNMP configuration 

Enable/Disable SNMP. Selection of the SNMP version and other parameters. 
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6.4.6 Services > Remote Access (OpenSSH) 

 

Figure 24: Remote access settings 

OpenSSH configuration 

SSH-based administrator access to the gateway (SSH Secure Shell). An OpenSSH daemon (SSHD) runs 

within the gateway operating system for this purpose. The SSHD can be enabled, disabled and con-

figured. Furthermore, the current RSA key fingerprint is displayed. 

 

Change password for user "root" 

SSH access to the gateway is always performed with administrator rights (user "root"). The password 

for this user can be changed here. 
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6.4.7 Services > SSV/WebUI 

 

Figure 25: SSV/WebUI settings 

The SSV/WebUI of the gateway supports two different user classes: 1. an administrator (admin) with 

all rights and 2. a user (user) with restricted rights, who is also only presented with an adjustable se-

lective view of the SSV/WebUI. 

 

SSV/WebUI configuration 

In this area the whole SSV/WebUI can be disabled. Furthermore, various settings are possible; e.g. 

the choice between the unprotected HTTP or the secure HTTPS protocol, the selection of the TCP 

port for HTTP or HTTPS access as well as the appearance (theme) of the SSV/WebUI. 

 

Change admin access account 

Change the username and password for SSV/WebUI access with administrator rights (admin) 

 

Change user access account 

Set or change the username and password for SSV/WebUI access with restricted user rights (user). 
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6.5 Proxies 

6.5.1 Proxies > Web 

 

Figure 26: Web proxy service settings 

If HTTP servers exist in the automation modules of an OT network, the web proxy function of the 

gateway can be used to increase IT security for access to these servers. For this purpose, a web proxy 

is configured for each HTTP server, which converts the insecure HTTP protocol into the secure HTTPS 

protocol. This creates an HTTP-to-HTTPS proxy. Subsequently, browser access by an external user no 

longer takes place directly to the HTTP server in the automation module, but via HTTPS to the proxy 

in the gateway. 

 

General configuration 

Enable/Disable the web proxy service. 

 

Proxy redirection 

The individual web proxy connections are displayed as an overview. Each individual proxy connection 

can be edited and deleted. 

 

Create / edit a redirection entry 

Create a new web proxy connection. This requires the following entries: 1. The TCP port number for 

the Listen on port (LoP). 2. The IP address and the port number for the Relay to system (RtS) part. 

Furthermore, for an HTTP-to-HTTPS proxy, the Encryption (i.e. the SSL or TLS function) must be ex-

plicitly enabled. Otherwise, the result is an HTTP-to-HTTP proxy (i.e., a port redirection for external 

web access). 

 

SSL certificate 

A certificate is required for the HTTP-to-HTTPS proxy. This certificate can be created here. 
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6.5.2 Proxies > DNS 

 

Figure 27: DNS proxy settings 

A DNS proxy routes DNS requests and DNS responses between DNS clients and a DNS server. The 

DNS proxy simplifies network management. For example, if the DNS server address changes, only a 

change in the configuration is required for the DNS proxy, not for each individual DNS client. 

 

General configuration 

Enable/Disable the DNS proxy service. 

6.5.3 Proxies > FTP 

 

Figure 28: FTP proxy settings 

If FTP servers exist in the automation systems of an OT network, the FTP proxy function of your 

gateway can be used to redirect access to these servers to other TCP ports. 

 

General configuration 

Enable/Disable the FTP proxy server. 

 

Proxy redirection 

The individual FTP proxy connections are displayed as an overview. Each individual proxy connection 

can be edited and deleted. 

 

Create / edit a redirection entry 

Create a new FTP proxy connection. This requires the following entries: 1. The TCP port number for 

the Listen on port (LoP). 2. The IP address and the port number for the Relay to system (RtS) part. 
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6.5.4 Proxies > TCP 

 

Figure 29: TCP proxy settings 

A TCP proxy creates a TCP socket under a specified TCP port number (Listen on port socket, LoP) and 

a bidirectional data connection between this socket and another adjustable TCP socket (Relay to sys-

tem, RtS), which can be located on the same gateway or on an external system with a static IP ad-

dress. 

 

General configuration 

Enable/Disable the TCP proxy server. 

 

Proxy redirection 

The individual TCP proxy socket connections are displayed as an overview. Each individual socket 

connection can be edited and deleted. 

 

Create / edit a redirection entry 

Create a new TCP proxy socket connection. This requires the following entries: 1. The TCP port num-

ber for the LoP. 2. The IP address and port number for the RtS. 

6.5.5 Proxies > UDP 

 

Figure 30: UDP proxy settings 

A UDP proxy creates a UDP socket under a specified UPD port number (Listen on port socket, LoP) 

and creates a bidirectional data connection between this socket and another adjustable UDP socket 

(Relay to system, RtS), which can be located on the same gateway or on an external system with a 

static IP address. 
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General configuration 

Enable/Disable the UPD proxy server. 

 

Proxy redirection 

The individual UDP proxy socket connections are displayed as an overview. Each individual socket 

connection can be edited and deleted. 

 

Create / edit a redirection entry 

Create a new UDP proxy socket connection. This requires the following entries: 1. The UDP port 

number for the LoP. 2. The IP address and the port number for the RtS. 

6.6 Logout 

Logout from the SSV/WebUI session. 
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7 APPLICATION EXAMPLES 

7.1 OT/IT Domain Isolation 

The primary purpose of an IGW/936A OT/IT Network Gateway is to isolate two different Ethernet 

LAN domains. 

 

A typical application example would be the coupling of the information technology (IT) within a com-

pany-wide network with the networked assemblies and systems of an operation technology (OT) 

network on the production floor. 

 

 

Figure 31: Schema of an OT/IT domain isolation with the IGW/936A 

Two physically independent 10/100 Mbps Ethernet LAN interfaces, each with an own MAC and PHY 

hardware part, serve as coupling links. Both interfaces are only logically connected via the IGW/936A 

Linux operating system. 

 

To establish a connection via the IGW/936A between the two networks, either the proxy server sys-

tem plus the internal firewall must be configured accordingly or a suitable Firewall and NAT rules 

script must be loaded. 

 

Ex-factory the IGW/936A LAN1 interface is prepared for a dynamic IP address assignment from an ex-

ternal DHCP server. The LAN2 interface is preset with the static IPv4 address 192.168.1.126/24 

(i.e. with the subnet mask 255.255.255.0). 

 

The internal proxy server system and the netfilter/iptables firewall of an IGW/936A are disabled 

ex-factory. This blocks all Ethernet LAN traffic between LAN1 and LAN2. In this state, no connections 

from the IT network to the OT network and vice versa are possible. 

 

A complete TCP proxy server and firewall configuration example for a Modbus TCP scenario is availa-

ble on request. This allows a Modbus TCP master (TCP client) in the IT Ethernet network to access a 

Modbus TCP slave (TCP server, TCP port 502) in the OT Ethernet network via the IGW/936A. 
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Due to the proxy server system and the netfilter/iptables firewall, there are several different paths 

for connections between the IT network at the LAN1 interface and the OT network at the LAN2 inter-

face in a data flow diagram representation. There are 3 important data paths: 

 

All off 

The firewall and the proxy server system are off. LAN1 and LAN2 each have a direct connection to the 

respective device drivers in the Linux operating system. However, there is no bridge or router con-

nection between LAN1 and LAN2. 

 

 

Figure 32: Data flow between LAN1 and LAN2 with firewall and proxy server off 

Firewall = On 

The firewall is enabled. A packet filter is now active between the IT network at LAN1 and the LAN1 

Ethernet driver in the Linux operating system. Only if a corresponding firewall rule exists for the pay-

load, a certain Ethernet packet between the IT network and the Linux operating system (gateway 

O/S, firmware) can pass the firewall in both directions. 

 

 

Figure 33: Data flow between LAN1 and LAN2 with firewall enabled and proxy server off 

Firewall and proxy= On 

At least one proxy server in the IGW/936A firmware is configured. From the direction of the IT net-

work (LAN1), the proxy server can then be reached via the respectively selected listen-on port (LoP). 

This is connected to the preset relay-to system (RtS) via LAN2 (see also chapter 6.5 and 6.5.4). 

 

Using such a connection, a TCP client in the IT network, for example, can use any TCP server within 

the OT network without there being a direct Ethernet LAN or routed IP connection between the two 

networks. The TCP client does not even need to know the IP address of the TCP server for this, but 

only the LoP number. 
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Figure 34: Data flow between LAN1 and LAN2 with firewall and proxy server on 

There are 5 different proxy server variants included in the IGW/936A proxy server system by default, 

which can be configured directly via the SSV/WebUI: 

• HTTP proxy with an optional HTTPS-to-HTTP service 

• DNS proxy 

• FTP proxy 

• TCP proxy 

• UDP proxy 

For more complex applications, an IGW/936A Software Development Kit (SDK) is available. This SDK 

can be used to develop Modbus or MQTT application firewall solutions, for example. 

 

Figure 35 shows a configuration example with the TCP proxy server functions. A TCP client in the IT 

network LAN1 can access the TCP port 80 of a server in the OT network LAN2 via the IGW/936A. Fur-

ther access possibilities from the IT to the OT network are not provided with this configuration. 
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Figure 35: Data flow of a TCP proxy server example configuration 

For this application purpose, the firewall is enabled and TCP port 80 is released for data traffic via 

firewall rule. In addition, a TCP proxy is started with LoP = 80 (Listen-on port) and the RtS = 

192.168.1.123:80 (Relay-to system, e.g. the IP address and destination port number of the TCP 

server in the OT network). 
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8 CREATING A VPN CONNECTION 

The IGW/936A can be used as a VPN (Virtual Private Network) gateway to enable secure access from 

a remote computer. Therefore the IGW/936A uses the open source software from OpenVPN. To set-

up your own VPN infrastructure you need the OpenVPN server and client software which can be ob-

tained here: https://openvpn.net. 

 

 

 

Figure 36: Example of a VPN connection 

Please note: 

Make sure that the IGW/936A uses the current time and date to avoid 

problems during the VPN configuration. We recommend using an NTP 

server instead of a manual setup, otherwise the IGW/936A cannot au-

tomatically reconnect to the VPN after an interruption of the power 

supply. Please refer to chapter 6.2.4! 

To setup and configure a VPN choose from the menu Services > OpenVPN. Here you can configure 

each detail of a VPN like the protocol, firewall or authentication mode. The IGW/936A can be con-

nected with up to 3 different VPNs at the same time. 

OpenVPN Server Docker Container for Evaluation 

SSV offers a ready-to-run Docker container with a preinstalled OpenVPN server for evaluation pur-

poses. All information about installation and resources can be found on GitHub: 

 
https://github.com/SSV-embedded/RMG-OpenVPN 

 

Please follow the instructions on GitHub to setup and run the OpenVPN Docker container and to 

create the VPN client configuration files. 
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IMPORTANT! 

The proposed setup is NOT RECOMMENDED FOR PRODUCTION and 

shall be used for evaluation purposes only! 

All required secrets are generated on the OpenVPN server Docker con-

tainer and copied to all VPN clients. This implies that a security breach on 

the VPN server compromises all deployed secrets. 

 

Figure 37: Example of a VPN configuration file 

To import the VPN client configuration into the IGW/936A log into the SSV/WebUI, choose Services 

> OpenVPN and follow these steps: 

1. Click the checkbox Enable service and the radio button expert in the line Configuration mode. 

2. Click on [Apply]. 

3. Now mark all lines inside the text field Configuration (Ctrl-A) and paste the complete content 

of the VPN client configuration file client-2.ovpn into the text field. 

4.  Click on [Upload] to update the text field. 

5. Click on [Apply]. This will start the VPN connection. 

6. After a few seconds click on the tab Client 1 to refresh the connection status in the line Ena-

ble service. It should now show a green arrow symbol. 
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IMPORTANT! 

Please do NOT click again on [Apply]! This would terminate the current 

VPN connection and start a new one. 

 

 

Figure 38: Schema of the OpenVPN evaluation setup 

To see some VPN connection details choose from the menu System > Logging. 

 

The current VPN IP address of the IGW/936A is shown on the status page in the section Status 

VPN1. 

 

 

Figure 39: VPN IP address on the status page 

When the IGW/936A as well as the PC are connected with the OpenVPN server, you can access the 

SSV/WebUI via VPN. 

 

To do this, enter the VPN IP address of the IGW/936A with the port number 7777 in your browser. 

For example: 

 
10.126.0.10:7777 
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9 HELPFUL LITERATURE 

• DNP/8331 Hardware Reference 

• SSV on GitHub: https://github.com/SSV-embedded/RMG-OpenVPN 
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